
Needle-500
Airborne Data Link Terminal

up to 500 km @ 10 Mbps



With the continuous development of modern electronic confrontation technology and military 

equipment, the detection ability of passive detection system to Aircraft/UAV’s and its active 

electronic equipment has been significantly improved. 

The survivability and penetration ability of Aircraft/UAV’s in modern combat environment are 

seriously threatened. 

Aircraft Radio Frequency (ARF) Stealth Technology is an important technical way to improve 

Aircraft battlefield survivability by controlling the RF radiation of airborne radar, data link, 

altimeter, electronic confrontation and other active electronic equipment, and plays an 

important role in today's battlefield.

Unlike traditional aircraft stealth which relies on physical coatings or shaping to hide from 

radar, the Needle-500 provides ARF emission stealth. It prevents enemy electronic warfare 

systems from tracking, jamming, or intercepting the Aircraft's/UAV’s own communication 

signals

Needle-500



Needle-500
 

Next Generation Military Data Link Network

Electronic Warfare Systems

Needle-50 Principles of collaborative operation

Environment analysis: 

CRS continuously scans the airwaves and searches for sources of radio interference or 

frequencies occupied by other users.

Adaptation: 

When interference appears on the current FHSS frequencies, the cognitive algorithm changes the 

frequency reconfiguration map.

Masking: 

The parallel use of DSSS reduces the signal power density at each point in the spectrum, making it 

invisible, while CRS manages the power level and band selection.

In conditions where electronic warfare systems suppress standard drone control frequencies, a 

hybrid system saves the devices from losing control.

The combination of CRS+DSSS/FHSS technologies makes it possible to implement the Low 

Probability of Intercept / Low Probability of Detection (LPI/LPD) concept - low probability of 

interception and detection. Thanks to DSSS, the signal appears as natural noise from the ocean or 

atmosphere; FHSS constantly changes its position, and CRS selects frequencies that are least 

susceptible to attenuation over land or water under current weather conditions.

 

For the Armed Forces, Direct Sequence Spread Spectrum (DSSS) + Frequency Hopping Spread Spectrum (FHSS) + Cognitive 

Radio System (CRS) is the basis for creating next-generation communication systems that are protected against electronic 

warfare systems and enemy radio reconnaissance complexes. It addresses the main task of modern military 

communications: to ensure transmission secrecy and resistance to jamming in conditions of active radio countermeasures.

The combination of DSSS, FHSS, and CRS forms an intelligent radio communication system that adapts to the environment on 

the airwaves, dynamically adjusts signal parameters, and is protected from protected from jamming Electronic Warfare 

Systems.

· DSSS: Multiplies the signal by a pseudorandom sequence. This makes the signal broadband, covert, and resistant to 

narrowband interference.

· FHSS: Rapidly changes the transmitter’s carrier frequency according to a predetermined pattern. This protects the 

communication from interception and jamming at fixed frequencies.

· CRS: Analyzes the radio frequency spectrum in real time. The Needle-500 system finds idle or clear channels and adjusts 

DSSS and FHSS parameters to match current conditions on the battlefield. 
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PCB Assembly

Needle-500 with AI-based Equalizer.

The minimum operating signal-to-noise ratio (SNR) is -26 dB, and the Needle-500 system operates significantly below the noise floor, 

ensuring high secrecy. This is achieved by cascading spread spectrum with an error-correcting code, as well as wideband 

synchronization circuits that operate under noise.

Specifications* 

Frequency: UHF/L/S/Ku/Ka (user selection)

Spread Method: DSSS+FHSS+Сognitive Radio

Modulation: SR-FQPSK

Duplex Mode: Time-Division Duplexing (TDD)

Link Rate: 10 Mbps or 45 Mbps

Data Link Range (visible): 

500 km @ 10 Mbps

300 km @ 25 Mbps 

200 km @ 45 Mbps

Sensitivity: - 171 dBm

Bandwidth: 80/40/20/10/5 MHz

Output Power: up to 0.1 - 5 W

Ethernet: 10/100/1000 Mbps (RJ45)

Network Protocols: MAVLink for UART/ Telnet/ SCPI

Operating Modes: Point-to-Point

Input Voltage: 12-14 VDC

Power Supply: 50 W

Environmental: -40°C to +50°C

Weight: Approx. 1400 g 

Size: Approx.189 x 78 x 50 mm

*Specifications subject to change

Cognitive Radio Technology using DSSS (Direct Sequence Spread Spectrum) and FHSS (Frequency Hopping Spread Spectrum) is an 

intelligent wireless communication system that senses the radio environment and dynamically alters its spread-spectrum transmission 

parameters to avoid jamming electronic warfare equipment and use vacant spectrum efficiently



Needle-500 with AI-Technology
RIMCO’s Needle-500 Data Link System AI-driven anti-jamming. RIMCO’s Needle-500 It can provide users with reliable and secure full IP clear 

voice, broadband data, high-definition video and visual command FPV drone and other multimedia integrated services under complex 

application scenarios such as fast movement and non-line-of-sight shielding. 

The Needle-500 uses Low Probability of Detection/Low Probability of Intercept (LPD/LPI) method, are techniques used in tactical 

communications to reduce the visibility and vulnerability of signals on the battlefield. In contested battlespace, stealth equals survivability 

and operational success. 

Needle-500 with RBF Neural-Network (NN)-Based Equalizer

© RIMCO JSC, 2026/ 06.06.2026

Military wireless communications are susceptible to various signal distortions during transmission, including inter-symbol interference, 

adjacent channel interference, and co-channel interference. To make sure the signal is recovered with a minimum bit error rate, equalizers 

are needed at the front end of the receiver. As an optimization algorithm, a nature-inspired hybrid algorithm is applied, namely Butterfly 

Optimization Algorithm (BOA)/Differential Evolution (DE)* , which is a combination of the Hybrid Butterfly Optimization Algorithm (HBOA) 

and DE. For Needle-500 proposes an algorithm for training Radial Basis Function NN (RBFNNs)**  that is applied to the problem of channel 

equalization. 

Radial Basis Function NN (RBFNN)** 

Needle-500 Equalizer Block Diagram of HBOA - DE*  Trained RBFNN**  



 

AESA-500

Needle-500 Data Link Modem

Needle-500 for Needle-500TDLN Anti-Jamming Tactical Data Link Network 

The integration of Active Electronically Scanned Array (AESA) technology with the Needle-500 Tactical Data Link Terminal focuses on spatial 

filtering, software-defined waveform agility, and adaptive power management to maintain communications in high-threat, high-jamming 

Electronic Warfare environments.

AESA-500

Needle-500 

Data Link Terminal

Ground Control Center

Needle-500TDLN-700 Kit #1 to data link over a range up to 300 km

· Needle-500+AESA500 for Ground Control Center

· Needle-500+AESA500 for UAV  
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300 Km @ 25 Mbps

Advantages of Military Applications of DSSS+FHSS+CRS+AESA: 

- Resistance to “smart” and tracking electronic warfare: even if the enemy’s EW station manages to reconfigure the frequency following FHSS 

(jammer-follower), it physically cannot instantly teleport in space. The AESA will maintain a spatial “zero” on the jammer, regardless of the 

frequencies it operates on.

- Operation in conditions of critical Signal-to-Noise ratio: The combination of AESA spatial beam amplification and DSSS code compression 

allows the system to steadily transmit data when the interference power at the entrance to the antenna system exceeds the power of the useful 

signal by 60-80 dB (hundreds of thousands of times).

- Ultra-high stealth (LPI/LPD): By cutting off the side lobes of the antenna’s radiation using AESA and reducing the signal power density below the 

noise level using DSSS, the system becomes virtually invisible to the enemy’s electronic reconnaissance systems. The enemy will only learn 

about the communication operation if its reconnaissance station physically ends up exactly on the line of the narrow beam between the 

transmitter and the receiver.
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Plug-and-play installation and interoperability

MIDS JTRS TERMINAL NEEDLE-500 TERMINAL

Main drawback of Link 16 - the high probability of the radio 

signal being detected by the enemy’s electronic warfare 

systems. Currently, Link 16 transmits data in all directions 

because it has an omnidirectional antenna, which thereby 

reveals the aircraft’s location. Traditional TDMA (Time Division 

Multiple Access) allocates strict, rigid time slots. Link-16 

operates at low data rates (typically ~115 kbps), making it 

impossible to stream live HD video or complex synthetic 

aperture radar (SAR) data from a UAV to a jet pilot

Instead of trying to physically rewrite the classified core software of an American F-16 to accept a Chinese-Pakistani Link-17 waveform, a 

UHF/L/S/Ku/Ka multi-band RIMCO’ Needle-500 Data Link Treminal pod can be attached externally. It can translate the incoming high-speed, 

ultra-directional UAV data stream and feed it into the respective fighter's native display system, effectively bypassing the political and 

physical gridlocks between Link-16 and Link-17.

Applications Notes

RIMCO' Needle-500 Solution: Cognitive Radio Systems (CRS) 

dynamically scan the RF environment in real time. If a specific 

frequency is congested or being jammed, the radio intelligently 

changes its waveform, modulation, and frequency on the fly to 

maximize throughput. Instead of kilobits, this flexible architecture 

allows high-megabit data transfers, finally enabling a drone to 

stream high-definition optical sensors directly into a fighter cockpit 

without choking the tactical network.

Link 16
Link 17
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